Servicepipe Web DDoS & Bot Protection () servicepipe

BblCOKOTOYHa4a 3alumMTa Beb6-canToB, MOBUIbHbIX NpunoxeHnn 1 APl oT DDoS-aTak 1 ¢pyncTek-60ToB

NMOYEMY SERVICEPIPE

O NMPOLYKTAX SERVIC

CIPE J1A SALLIMTbl BEB-PECYPCOB

[TpoayKTbl Ha 6a3e

Servicepipe 3almiiaeT OT MobbIX BLICOKOUYACTOTHbIX M HU3KOUYACTOTHbIX aBTOMATM3NPOBaHHbIX yrpo3: DDoS-aTak, napcepos, COBCTBEHHOWN TEXHOMOTr Y
CKaHEpPOB YA3BUMOCTEN, YTUNUT ANS LeneBblx aTak (Bkoyas zero-day), MacCOBbIX permcTpaLmi n 6pyTdopca, GenkoBbIxX 3asiBOK, Servicepipe Cybert
SMS-60MbepoB, aTak Ha bU3HeC-Noruky, Bkno4vaa yrpo3bl n3 cnmckos OWASP. B peecTpe poccuinckoro M0

OunbTpauma DDoS n 60TOB
6e3 610kMpoBOK MO IP

SERVICEPIPE MHTennekTyanbHas cucrema 'lonnepxka WebSocket, HenpepbiBHOE N006YYeHne

WEB DDOS TOHKOM GUnbTpaumm Tpapmka

ONA 33Tl BEG-MPUNOXEHUN,

gRPC, IPvE, HTTP/2 Nnoa KOHTPOIEM 3KCMNEePTHOU
nIrOCT-cepTndukaToB KOMaHAbl aHaNnUTUKOB

CanTOB, MOBUITbHBIX MPUTOXEHNI 3] o e A OnepaTvBHOE pearvpoBaHmne

PROTECTION 1 APl 0T aBTOMaTN3MPOBAHHbIX YrPO3 npaBuna GunbTpaLLmm 24/7 KOMaHOb! TEXMOAAEPXKM [Ttobble BapMaHThl

MHTEerpaumnm: obnadHbin,
rMopPUaHbLIN, NOKaNbHbLIV
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3awmTa B TOM Yncne API
T & M 99 3 99 s 2417 MOBUbHBIX MPUMOXEHMI

BblHECEHME BEPOMKTA NTOXXHOMOMOXUTENBbHbIX NOOKMKOYEHME Oaxe [OOCTYMHOCTb CUCTEM  PEeXunM paboThl 6e3 pacKkpblTUa SSL Ko4en
M BNoKMpoBKa BoTa CpabaTbiBaHUW non DDoS-aTakou dUNbTPaLMK SOC nNOC

(cooTBeTcTBME PCI DSS)

4TO FAPAHTUPYET BbICOKYHO TOYHOCTb 3ALMTHI D0yHeHIe Opay3epHOMY
TpaduKy He TpebyeTcA,
MHOIO®AKTOPHbIV AHAN3 MO3AMPOCHAS ®USIbTPALIUS MOGMIBHOMY TPAVIKY
— 00 3 CYTOK
BepankT «60T/4enoBek» BbIHOCUTCH Ha OCHOBE MbI BbiIABIAEM 1 6NOKMPYEM MI0BYI0 HEXeNnaTeTbHYIO
MHOqu)aKTOpHOrO No3arpoCcHOro aHallin3a TpaCI)MKa daBTOMaTn3alnto C CaMOr o rnepBoro BpeaoHOCHOIro
B peasibHOM BpeMeHU. AHaNmM3npyTCH TEXHUYECKMe 3anpoca, He 6nokupyem no IP-agpecam 1 MrHOBEHHO BbISBNEHME 11 GIIOKMPOBKA
N CTaTUCTUHECKNE MNMapaMeTPbl 3arpoCa, CUIrHaTYyPbI netTekTmpyem aaxxe HN3KOHaCTOTHbIE aTakK, KOTOPbIE
1 noBefeHYeckne GakTopsb: CNOXHO OBHAPYXUTb CTATUCTUUECKMMIN METOLAMM. S peeTEke
TaK N NPOABUNHYTbIX
¢ Bxogawum TpapuK HENPEPBLIBHO aHanM3npyeTco CIDyJ'ICTeK-6OTOB
Ha HaliMyne CTatTncCtTnyeCKnMXx aHoMasimn
o [pu NONyYEHUN OUYEPENHOro 3arpoca NPOBOAUTCS

beclloBHaa MHTerpaLums

4 )
c WAF n CDN, a Takxe
e Ecnn3zanpoc 13 gaHHOro NCTOYHKMKa ABNAETCA i
He NepBbIM B HABMIOAEMOM MHTEPBAIE BPEMEHM, TexHuseckui aqanms CHWXEHMe 10 -957%
BbIYMCNAIOTCA NOBEAEHUYECKME PaKTOPbl NOMb30BaTENS, AHANM3 METPHK, CODPaHHbIX v . : MHUMAEHTOB Ha WAF,
) ! Npu yCTaHOBKE coeaNHEHNN 1 CecCum r@@@
nocnenoBaTenbHOCTb AEVNCTBUM NONb30BaTENS A Tp66y+OLLI.MX pagGopa
CpaBHMBaEeTCA C 3aJaHHOW NErMTUMHOM MOESbIO

6a30BbIN TEXHNYECKNN aHanNn3 ero ICTOYHMKAa
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KoMaHOa aHannMTUKOB

OBHoBNEHME anropUTMOB
[N NOBbIWEHNA TOYHOCTH
dunbTpaUUmK

LT

BbiaBneHne aHoManuu

e 3anpoc COMNOCTaBNAETCA C CUrHATYypaMK, CTaTncTnyecknn aHanmn3 AaHHbIX
aKTyanbHbIMU AN pecypca B AaHHbIN MOMEHT, M aHann3 NoBEACHNA
NPW 3TOM MOTYT YYMNTbIBATbCA PAKTOPbI — KaK

coBnageHune, Tak n «bnm3ocTb» CuUrHaTypHbIt aHanus
CpaBHeHMWe C M3BECTHLIMW CUrHaTYpamm

[lonb30oBaTenbCckas MNaHenb
yYrpaBneHna 3aLlmnMTon
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e [lonyyeHHasa MHPOPMaLLMA KOMOVHUPYETCH
B BEKTOP (PpakTOpPOB, Ha OCHOBE KOTOPOIro
BblUMCNAETCA NErMMTUMHOCTb 3anpoca
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YnpaBneHue 6enbiMu

N YepPHbIMW NTOKaNbHbIMA
HenerntuMmHbie Bl [lone3Hbie [l [lonb3oBaTenu
60Thbl 60Thbl CrnMCKaMM

3alnTa 6e3 U3SMeHeHUN
B KOAE BED-NPUNOXEHNS
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e [lndnoBblleHNA TOYHOCTW OCYLLECTBNAETCH
KOHTPOJTb CO CTOPOHbI KOMaHbl aHalIMTUKOB

[TAJ1IOT — JIYHLLUEE OOKASATESIBCTBO | |
OOPEKTUBHOCTU HALLEW 3ALLNTBI welcome@servicepipe.ru OnumoHanbHasg CAPTCHA

OcTaBbTe 3adBKY Ha 6ecnnaTHbIY NUMOT UM CBAXUTECH C HaMW, +7 (495) 374-62-65

UTOObI 06CYANTb TEXHUYECKME OeTann U NoNy4YnTb servicepipe.ru BanaHCMPOBKa HarpPy3Ku
OONONMHUTENbHbIE MaTepuarbl O MPOAYKTaxX Servicepipe
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